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THE POSSIBILITIES OF CONSTRUCTING THE RELIABLE
SYSTEMS BY THE MODERN COMPUTER THREATS

Well-known that it’s impossible to create utterly reliable system of protection.
We may overcome any protection by the enough time. That’s why it can be said only
about some sufficient level of security, providing with such level of protection, when
the price of its overcome becomes more than the price of information received (reach-
ing effect), or when in time of receiving information it depreciates so that the efforts
on its receiving lose the meaning.

What do we need to protect and from what to be protect?

We need to protect all subjects of informational attitudes from possible financial
and moral damage which can bring them casual or willful influence on computer sys-
tem and information.

We should be protected from such undesirable influence as mistakes in actions
of serving staff and users of system, mistakes in program security, willful actions of
ill-natured people, refusal and breakdown of equipment, spontaneous disasters and
crushes. Naturally it is on the base of reasonable analyses of risk. It needs to be pre-
vented not only from non-sanctioned access to information with the aim to its opening
or breaking its intact, but there are the attempts of penetration with the aim of infringe-
ment of capacity for work of these systems. We need to protect all components of sys-
tems: equipment, programs, data and staff.

One of the main aspects of problems of providing the security of computer systems
is discover, analyses and classification of possible ways of realization of security’s threats,
that is possible channels of non-sanctioned access to the system with the aim of infringe-
ment its capacity for work or access to critical information and also evaluation of reality
of realization of security’s threats and causing the damage by the way.

We may prevent the introducing the program bookmarks only by the way of
creating closed software environment in which must be excluded the possibility for
usage the instrumental programs with the help of which can be implemented the ad-
justment of data and programs on media and memory.

The main mechanisms of universal threats to security implemented in the specific
remedies which are: identification (naming and recognition), authentication (proof of
identity) and authorization (assigning authority) subjects, control (concurrent) access to
system resources, registration and analysis of events occurring in the system integrity
monitoring system resources. Protection system should be constructed in the form of lay-
ered concentric rings of security (defense). Outermost ring of security is provided by moral
and legal means (the inevitability of retribution for the act committed). The second secu-
rity ring is represented by physical and organizational means — it is an external system
protection (protection against natural disasters and external attacks). Internal protection
(protection against false and willful misconduct of the personnel and legitimate users) is
provided at the level of hardware and operating system, and represented by a line of de-
fense, which excludes the possibility of outsiders to the system (identification and authen-
tication mechanism), rings protect all system resources from unauthorized use (access
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HOCIYT 3 METOIO 3a0€3IeUeHHS €THOCT] i CHPUATIMBUX YMOB JUIS PO3BUTKY Ta (Y HK-
IIOHYBaHHS pPUHKY (HIHAHCOBUX IOCIYT, 3 BpaxXyBaHHIM IHTEPECIB CIOXKUBATIB ITHX
HOCTYT Ta BUMOT 3aKOHO/IABCTRA, IO B MIUIOMY CIPSIMOBAHO Ha MIOKPAITICHHS 1HBECTH-
IiffHOTO KIIIMATY B KpaiHi.
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NMPUMEHEHWE BUPTYAIIbHOIO OBYYAIOWEIO
TPEHAXXEPA B OBPA3OBATEJIbHOM NMPOLIECCE

OnHol M3 BaXKHBIX U aKTY ATBHEIX 3a/1a4 COBPEMEHHOTO 00pa30BaHM SIBISCTCA
MOJITOTOBKA KOHKYPEHTOCIIOCOOHOM TUIHOCTH. Perrenne »To# 3a1a4u HEBO3MOXKHO
6e3 moMoIH MH(HOPMAITMOHHO-KOMMY HUKAITMOHHBIX TeXHOJIOTHH. B mocieaHee necs-
TIIETHE OTMEYaeTcs aKTHBHOE BHEIPECHHE KOMIBIOTEPHBIX M TEICKOMMY HUKAIIHOH-
HBEIX TEXHOJIOTHH B 00pa30oBaTeIbHLIH ITpoTiece, IPH STOM 3HaYeHHe HHPOPMAITIOHHO-
KOMMYHUKAITMOHHEIX TEXHOJIOTHH OBICTPO BO3pacTaeT He TONLKO B chepe obpas3opa-
HUS, HO U B 000# apyroit chepe nearenpHocTH. HOBEBIE OXOME K PEIICHIIO BaX-
HEIX TIPOOJIEM B METOIUKE OOVICHHUS CTYJICHTOB HEBO3MOKHEI O¢3 IPUMCHEHUS HOBBIX
METOJIOB W CPEJICTB, OCHOBAHHEIX HA MPUMEHEHUH MH()OPMAIMOHHO-KOMMYHUKATIH-
OHHBIX TexHoyorui [1]. ®opMuUpOBaHUE KOMIETEHTHOH Pa3BUTON IMTHOCTH, CIIOCO0-
HOM IPUHUMATE a/ICKBATHEIC CAMOCTOTENLHEIC PETNCHUS, HMEIOTIEeH KeTaHne IOCTOo-
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3) CTBOPEHHS CHPUATINBUX YMOB JJIS POSBUTKY Ta (PYHKITIOHYBAaHHS PHHKIB (i-
HaHCOBHUX IIOCIVT;

4) cTBOpEHHS YMOB JIS1 epeKTHBHOI MOOLITI3aIil 1 pO3MIITeHHS (PIHAHCOBHX Pecy-
PCIB YHIaCHUKAMH PUHKIB (hiHAHCOBUX TOCITYT 3 YPaXyBaHHSIM IHTEPECIB CYCIUIBCTRA;

5) 3abe3nedeH s pPIBHAX MOXKIUBOCTEH JUIsI TIOCTYIIY /IO PHHKIB (piHAHCOBHX IIO-
CIIYT Ta 3aXHCTY IIpaB iX YIaCHUKIB,

6) 1o/IepKaHHS YIaCHIKAMH PUHKIB (DIHAHCOBHMX TIOCIYT BUMOT 3aKOHO/IAaBCTBA [3].

JlepxaBHE pETyIIOBaHHSI PHHKY (DIHAHCOBHX IIOCHYT 3IHCHIOETHCS TaKUMH
VHOBHOBa&XCHIUMH OpTaHaMU: ITIO/I0 PHHKY OaHKIBCHKHX HociyT — Harionansanm ba-
HKOM YKpaiHu, MO0 pUHKIB MIHHUX allepiB Ta HOXTHUX IIHHUX HarepiB — Jlepxa-
BHOIO KOMICI€FO 3 TIHHUX TamepiB Ta Gporgosoro puaKy (JIKIIID®P); moao iHmmx pu-
HKIB (p1HAHCOBHX MOCIYT — JIepKaBHOIO KOMICIETO 3 PETYIIOBAHHS PUHKIB (hIHAHCOBUX
HOCIHYT YKpaiHu.

B Vkpaini crmcrema AepXKaBHOTO PEIyIOBAHHS PUHKY (PIHAHCOBHX IIOCTYT
IIpoHIITa CKIaHUH NUISIX CTAaHOBICHHS Ta PO3BUTKY. OCKIUIEKH KOKHHAH 3 PHHKIB, ITIO
BXOJIUTE JIO CKIaAY BITIM3HAHOTO PUHKY (PIHAHCOBHUX MOCTYT, OpMYBaBcs SIK BIIO-
KpEeMJICHHH €TEMEHT, TO 1 CTAHOBJICHHSI CHCTEMH X JIEPKaBHOTO PETyIIIOBaHH 3/1iifc-
HIOBAJIOCSI BLTOKPEMIICHO.

Coi BITMITHTH, TTIO CHCTEMA JISPKABHOTO PETyIIFOBAHHS PUHKY (DIHAHCOBHX ITOCIYT
Mae 3abe3edyBaTh ITOKpaITeHHs! IHBECTUIIITHOTO cepeIOBHITA, 3aXHCT 1HTEPECIB CIIOXKH-
BadiB (PIHAHCOBUX IOCITYT, CHPABEUINBE IIHOYTBOPSHHSI, YCYHEHHS CHCTEMHUX PHU3HKIB,
($YHKITIOHY BaHHS PUHKY (HIHAHCOBHX TOCHYT SIK MEXaHI3MY €KOHOMITHOTO PO3BHUTKY.

Ha croroaui chepa dinancoBux mociyr norpedye BockoHaNeHHs. Ha oBro-
CTPOKOBY IIEPCTICKTHBY B YMOBAx 3arOCTPEHHSI KPH30BHX IPOIIECIB Ha CBITOBHUX (i-
HAHCOBHX PUHKAX, a TAKOX BPaXOBYIOUH HEOOXIHICTE 30epeKeHHA TIKBITHOCTI HaITi-
OHANHHUX (PiHAHCOBOI 1 OaHKIBCHLKOI CHCTEM Ha PiBHI, 37IaTHOMY 3a0€3IEUNTH KOHKY -
PEHTOCTIPOMOXXHICTh HAITlOHATLHOI EKOHOMIKH Y KpaiHH, JeprkaBa K PEryJIsaTop 1 Kpe-
JIATOP OCTAHHBOI 1HCTAHITI Ma€e ONTHMI3YBATH CBOIO AISTBHICTE 32 TAKAMMY MIPIOPUTE-
THUMHY HampsMaMu MOJIepHi3aIii cdepr GpiHaHCOBUX MOCTYT [4]:

- BIPOBAKCHHS MEXaHI3MIB «IHTETPOBAHOTO HATIISITY» Ta VHI(IKAISL BUMOT 1
cTasapTiB HiHAHCOBOI JISITEHOCTI 3 METOIO TAPMOHI3aIli CHCTEMH YIPaBIiHHS 1HCTH-
TyTamu chepr pIHAHCOBUX MOCIYT 3 Mi’KHAPOTHUMH CTaHApTaMU7;

- BIPOBa/KCHHSI CHCTEM PH3HUK-OPIEHTOBAHOTO HATTISY Ha 3acajiax IHANBLILy a-
JTLHOTO MIIXOJY JO OIIHKY PH3HUKIB OKPEMUX YIACHUKIB PHHKY a00 IXHIX aKTHUBIB,

- BJIOCKOHAJICHHS CHCTEM (piHAHCOBOTO MOHITOPHHTY Ta PO3KpUTTS iHpopManii ¢i-
HAHCOBHX YCTAHOB /YISl iX KII€HTIB, & TAKOX BIOCKOHAICHHS CHCTEMHU PO3KPHTTS 1HPOP-
Martii JIep>KaBHIX KOHTPOJFOIOUHX YCTaHOB JIUTS BCIX VUACHUKIB (PIHAHCOBOTO PHUHKY,

- 3a6e31eIeHHs BUCOKOTO CTYTIEHS 1HCTUTY I HOT CIPOMOHOCTI PETYIIOI0THX
OpraHiB Ta iH.

BucHOBKH. Y3aralpHIOIONH BUIICBUKIA/ICHE, I/ JCPKaBHAM PETYIIOBAHHIM
PHUHKY (piHAHCOBUX IIOCIYT YKpaiHu, Ha HaITy JIyMKY, CIIiJ PO3YMITH B3a€MOIIOB SI3aHy
cucreMy (opM, METOIB Ta IHCTPYMEHTIB BIUIMBY Ha VUACHUKIB PUHKY (iHAHCOBHUX
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control mechanism under the authority of the subject). Mechanisms for logging and integ-
rity enhance the reliability of protection, allowing the detection of attempts to overcome
other levels of protection and timely to take additional measures as well as to exclude the
possibility of losing valuable data due to hardware malfunctions and failures (redundancy
mechanisms for tracking transactions). And finally the last ring is represented by means
of applied security protection and cryptography.

Experience creating protection systems reveals the following basic principles of com-
puter systems security, which must be considered in their design and development :

systematic approach;

integrated solutions;

-A protection continuity;

-Reasonable sufficiency of security facilities;

-Simplicity and an openness of used mechanisms of protection;

-A minimum of inconveniences to users and a minimum of an overhead charge
for functioning of mechanisms of protection.

Daily appear ten thousand new harmful programs and modifications of already ex-
isting viruses. Exponential character of growth of an amount of virus programs proceeded
in 2010-2011. Thus already by the end of 2011 the total of harmful programs exceeded 15
million Average time of infection of the network unguarded computer makes today less
than 20 minutes of Threat become more and more complex. Malicious code writing be-
comes recently more and more business oriented. Virus writers continue to show hyperac-
tivity in search new in a popular software, first of all in Microsoft Office and Microsoft
Windows. The problem of root kits a situation became aggravated becomes complicated
that the majority of the anti-virus companies does not give till now proper attention to de-
tection and treatment of the active root kits. Which steels the main source of propagation of
spam, DDoS —attacks and mailings of new viruses actively develop. In process of develop-
ment of systems of Internet banking the further development receive phishing — the Internet
swindle type which purpose is success obtaining to confidential data of users —to logins and
passwords, and pharming — automatic redirection of the user on the false web site when he
tries to enter on the official web site of the financial or commercial organization.

Couple of years the subject of rigid control of access to the Internet on operation
back was widely considered. There were many programs, restricting to employees access
to the forbidden resources and reducing information leakage threat. Forbidden sites of type
«My world», «Schoolmates», «In contact» — in them sit almost all is universal in working
and a time off, using and other programs. In a word, social activity of employees grows, and
to check, where target, and where no- purpose web access, very difficult. By data
«Kaspersky’s Laboratory», social network became the main target of attacks in 2012. Social
networks contain the personal information which can be used, including malefactors.
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