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REALIZING SYSTEM OF PROTECT INFORMATION IN
ELECTRONIC EDUCATIONAL PROGRAM

Protecting electronic facts educational publication and educational programs
may be realized different ways. Many people used just management of program by
delimitation rights users.

Others used for keeping base facts, not that usual text tiles. Very other by using
many users electronic educational regime administrational for keeping logins and pass-
word used usually texts files without paroles *.txt, *.ini, *.dat or files base facts *.db,
* dbf, *mdb. And few people think about that they must protect them from unsanc-
tioned access. Of course other if electronic book working in net, charge with server
here problem of protect will be less actual from local version.

How better protect facts electronic book by local used from possibility rewrite,
peep, find and look right answers, come in by somebodies logins? In may opinion here
some ways how it do:

— Realize many users regime with delimitation rights of users;

— Using regime of administrational;

— Facts of education, register users may he save in cipher files or base facts by
closed paroles;

— Materials of electronic books (lections, text and practical exercises, question)
many be closed from un mediocrity access by way of ciphering or with parols;

— Using complication parls.

For additional protect may used:

— Ciphering base of facts;

— Using files of unstandart format;

— Ciphering all texts exercises and answers, and other materials (lection, prac-
tical exercises).

Examples of using different ways of protect.

Registration of parols and manyusers regime.

Examples. Registration users fill in three margins. Name, surname, group and twice
for shun mistakes come in parole. Facts users and his parole saved in base of fact which
protectbyparol. Paroles have only teacher and he realize administration base. In registra-
tion don’t admit saved wih unfilled margins. Name, surname, group and if filled on there
margins exists in one tally sheet entries. By other words if one surnames educating in one
group can without problem registrate. But one student not be registries twice. Parole in
coincide with othe entries don’t be checked. And in not to be identification of users.

Way of authorities this, fill in name, surname and twice parole and checker have
they or no users with that surname in their group work with base of facts. And they
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BOIIPOCOR IO M3ydaeMol TeMe. TakuM oOpazoM, KaxIkIi CTYICHT HOTydacT WHAUBHU-
JIy aTBHEIA BapUaHT TECTOBOTO 3a/[aHUS. B 3aBUCHMOCTH OT BEIOpPAaHHOTO peXXUMa Te-
CTUpOBaHUS (0OyJarONUil WIM KOHTPOIUPYIONWIA) MPABWILHEIN BapHaHT OTBETA B
cITydae HeIpPaBUILHOTO BEIOOpa MOKET OBITEH IIOKa3aH WU HET, B 3aBUCUMOCTH OT Me-
TOJMKH IipenojaBanus. Ha oGxymbiBanue Bonpoca jaéres 30 cexyn. Ipenmonara-
€T, YTO CTYICHTY, BIAACIONEMY MaTepHaIoM, Kak IIPaBIWiIo, JOCTATOYHO 3TOTO Bpe-
MEHHU JUIsSl BEIOOpa MPABUILHOTO OTBeTa. B mTOTe, Ha MPOBEPKY WCXOTHOTO YPOBHS
3HaHWH Kax bl CTYIEHT 3aTpaunBaeT He 6onee 7.5 MUHYT. [ 1o OKOHIAHWMIO TECTHPO-
BaHUS IPOTPaMMa BEIIAET PE3YIIBTAT, KOTOPHIH MOXKET OBITH OTPaHUYEH TONBKO OTICH-
KOt ¢ KOJIMYECTBOM MPABWIBHEIX W HEIIPABIIIBHEIX OTBETOB WM BHIBOJIOM HAa BKpaH
BceX 3aJaHHBIX BOIIPOCOB € YKa3aHUEM OIMUOOK ¥ MPABIIILHEIX OTBETOB (pHC. 2).
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BrisiBaena nosoxurenbHast poiib nporpammsl My TestX B yueGHOM 1poriecce:
HCKIIIOUEHA HEOOXOANMOCTh MEXaHHIECKOT0 3aIIOMUHAHNS (3a3y OpUBaHMs) BapraHTa
IPaBIWILHOTO OTBETA CTYACHTOM, IOCKOJIBKY IIpOoTpaMMa KaXIbli pas pacronaraet
IIPaBWILHBINA OTBET Ha DKpaHE B MPOW3BOIBHOM HOPS/KE. AHATIHU3UPYS OIBIT DIICK-
TPOHHOTO TECTHPOBAHHSI CTY/ICHTOB ¢ IIOMOINBIO Ha3BaHHON IPOrpaMMBl OTMEUCHO
BO3pacTaHue YPOBHI OATOTOBKH CTYICHTOB.

B Hacrosmee BpeMs akTyalbHOHR sIBIsIETCS TpodiieMa OpraHn3allii UCTaHITH-
OHHOTO 00y4eHMsI. JIMCTaHITMOHHOE 00y IeHIE OPUSHTHPYETCSI Ha THOKOE Y IOBIETBO-
peHHE TOTPeGHOCTEN CTYACHTOB B YUEOHBIX Kypcax. biarogaps mmmpokoMy pacipo-
crpanenuto nobansHol cetn MHTEPHET npeumymecTBoM 10 [00HOTO 00pa3oBaHus
CTaHOBHUTCS CIIOCOOHOCTH OOECIIETUTEL CBOOOIHBIHM JTOCTYII K COBPEMEHHLIM 00y Taio-
IMAM MaTepHaiaM Jyist GOIBIMIMHCTBA CTY/ICHTOB, BOSMOXHOCTE OBICTPOTO OOHOBICHHUS
pecypcoB 6e3 CYINECTBEHHEIX MaTepHAIBHBIX 3aTparT.
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SIHHO COBEPIIICHCTBOBATE CBOIO MOATOTOBKY, HENEL3S OCYINECTBHTL O€3 BHECEHHUS H3-
MeHeHH B MeTOMMKY 0OYUSHUA MOIOAOr0 TIOKOIeHHUI. DTH U3MEHEeHHs OyIyT CIio-
coOCTBOBATE JaNbHEHITICH peaTu3alii HeMPEPLIBHOCTH U CaMOCTOATSIILHOCTH COBpe-
MEHHOTO 0Opa30BaHUS M OTIPEJEIIAT €TI0 OMEPEIKAIOIIUN XapaKTep.

Kax n3BecTHO, CYIMECTBYIOT KOHTPONUPYIOIHUE H 00yYaroIie TeCTOBLIC TPeHA-
xKephl [2]. B obpasoBaTenpHOM Mpoliecce IS 3aKpeIIeHAS H YCBOCHH A Y4eOHOTO Ma-
Tepuana Hanbolee yo0Hb o0ydaromue TpeHaxepsl [3]. CoBpeMeHHBIE cpeicTBA WH-
(dopManHonHoOro obecneucHus MO3ROIAIOT CHOPMHPOBATE TAKHE TPEHAKEPLI B MYJIb-
TUMeMHHOM (opMaTe ¢ MaKCHMATLHBEIM HCTIONb30BAaHUEM BCEX CPEICTB HArJIA/HO-
CTH, BKJTIOUAs PACYHKH, poTorpaduH U BUICOPOIHKH [4].

BuptyansHbie 00yqarOnue TPEHAKEPB SBIMIOTCS OTHUM 13 CPEACTR, C TOMOITIBIO,
KOTOPBIX MOKHO pa3peliiTh HEKOTOPLIC M3 BRIITENEPEUHCICHHEIX mpobmem. Obyuaro-
MHe TpeHaXKephl cocoOCTRYIOT (POPMHUPOBAHHIO BHY TpEHHEH MOTHBAITHH CTYICHTOR K
H3YUYEeHHIO HOBOTO MaTepHralia, 00NerdaioT OHCK U riepefady HH$opMaIium, JenatoT ody-
yeHue Ooliee HATIAAHBIM, CIOCOOCTBYIOT MPUMEHEHHIO KOMIICTCHTHOCTHOTO TOAXO0/1a
[5] B 06pazoBaTeILHOM IIpoliecce H MHANBUAYATH3ALHNA OOYVUCHILL.

TIpennaratorcss HEKOTOpHIE U3 BO3MOKHBIX BAPHAHTOR MPUMEHEHHS BUPTYATE-
HBIX 00YUAIOIUX 3aJJaHuil TpeHaxepa B obpasoBaTeldbHOM mpoilecce. Ha pucynxke 1
npejcTaricH GpparMeHT 3aJaHus 00yYaroINero TpeHaXkepa JIJisl HHKCHepa-MeXaHrKa
10 OBITOBEIM XOJIOJHUIBHBIM IIPUOOpaM.
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Pucynok 1 — ®@parmenT 3a1anusi 06y4aloniero TpeHaskepa mo GbITOBOI TexHAKe

Hazo oTMeTHTh, 4TO TeCTORBIE 3a4aHHA MOTYT OBITH IOJTOTORIEHHI 11 0Opa-
30BaTENBHHOTO Tpolecca II000H chephl AeATeNLHOCTH.

Jlns co3nanus KOHTPONUPYIOIIUX TECTOBBIX 3a1laHUH B TpeHaXKepe, [IPOBEIEHH
TeCTUPOBAHMUS, a TaK JKe aHANM3a TECTORBIX 3aflaHuil U NocleAylomel ux AopaboTku
MCToMb3yeTed mporpammuoe obecrieueHne My TestX.

B Hauae xaxkaoro 3aHATHA CTYI€HTY IpEAIaraeTca TECTOBOE 3a/IaHHE ¢ LIETLIO
KOHTPOISI HCXOAHOrO YpOBHA 3HaHUN. TecToBoe 3alaHUe COCTOMT U3 15 BOIpPOCOB,
HPOHM3BOIBHO BEIOpAHHBIX IPOTPAMMOH 1 KajkKA0TO TECTHPYEMOro U3 001mero danka

have parole access to base of facts, which ¢ checked by programme if margin name,
surname group not complete or parol don’t coincide, message come about mistake.
Using unstandart formats of files, which can’t be read with usually means.
For example, process of realizing components WebBrowser, can be that they saved in
formate *.dat which comfortable using for work with tests but don’t support WebBrowser.
Example of using files type *.ini.
Files of type *.ini may be used for saving logins and parols. In what example file
not protect and for registration and come on programme of users using next process:
name:=edit2. Text;
pass:=maskeditl. Text,
writeini(name,'password',pass,"\users.ini'y;
writeini(name,'test]’,']' “users.ini");
combobox1.Items.Append(name),
combobox1.Items.SaveToFile('users");
fori:=2to 12 do
writeini{edit2. Text, test'+inttostr(1).'0", \users.ini'");
Ciphering text exercises
For example to join tests to book may be used different ciphering. Test exercises
is in files with widening *.ini. For example, with next process we add and ciphering
tests exercises:
readln(fs);
n:=length(s);
if (s==>"then begin
b:=s[1]+s[2];
if b='A)' then begin
if s[n]="* then begin s[n]:="'";edit2. Text:=s;s[n]:='*";end;
if s[n]<="* then edit2. Text:=s;
end;

if (b=='A))and(b=='B))and(b<>'C))and(b<>'D))and(b<='E))and

(s> RERERERRYY then begin
q:7s;
editl text:=q;
inc(i),
edit8 Text:=inttostr(i);
end;

lf((S [H]:V*')and(so'*** %k ***v))

References:

1. Sajt http://www.securityfocus.com/.

2. Ivanov M.A. Kriptograficheskie metody zashhity informacii v komp'juternyh
sistemah i setjah», — M.: 2001g.

3. Gerasimenko V.A. Razmahnin M.K.»Kriptograficheskie metody v avtoma-
tizirovannyh sistemah» Zarubezhnaja radiojelektronika,1982,N8.

4. Arhangel'skij V.B. Delph6: spravochnoe posobie. — Sankt-Peterburg.: Piter,
2002. S. 452-521.

5. Jebner M. Delphi 6. Rukovodstvo razrabotchika. — M.: BHV, 2002. S. 316-345.

83



